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The following is the official Privacy Policy for
Northstar Strategy Group s.r.o.

Please read it carefully and forward any questions
you may have to
eric.vadan@northstar-sg.com

This document was most recently edited 25
September 2026. Northstar commits itself to
following its most recently published Privacy Policy.
For maximum transparency, all previously published
versions are available by request.




— A Message From Our CEO —

“Northstar Strategy Group’s mission is to
Anna build meaningful partnerships between
Anufrikova communities, organisations, and
institutions across Southeast Asia and
Europe. We believe that collaboration is
the foundation of sustainable
development.

We recognise that many organisations
across Southeast Asia are seeking to
expand their partnerships, capacity, and
reach, while just as many of our
European partners are seeking
meaningful engagement with the region.
Northstar exists to facilitate these

connections, because we believe that
partnership, built on listening and shared
purpose, creates value for everyone
involved.

Southeast Asia is a region of extraordinary talent, resilience, and
opportunity. It is home to communities and institutions doing vital work
every day. We are honoured to support that work, and we approach
engagement with humility, respect, and a commitment to people.

We value integrity in this work, and we are committed to building our
partnerships in a way that respects the dignity, agency, and expertise
of everyone we engage with."
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Preamble

Privacy is one of Northstar's highest priorities. We believe that privacy
fosters the kind of creativity and growth that will allow us to pursue our
international projects efficiently and effectively.

Northstar is commmitted to handling personal data responsibly and in
accordance with applicable data protection law, including the EU
Regulation 2016/679 (General Data Protection Regulation)

We review and update this policy periodically to reflect changes in our
practices or in applicable law.

Who We are

Northstar Strategy Group s.r.o. (“Northstar’, “we”, “us’, “our”) is a
company registered in the Czech Republic, with its registered office at
Podé&bradskd 1067/7,190 00, Prague, Czech Republic. We are registered
with the Czech Chamber of Commerce as an s.r.o.

Our ICO is 300 45 991.

For data protection purposes, we act as the controller of the personal
data described in this notice, unless stated otherwise for a specific
engagement.

© Our data protection contact is Eric Vadan, reachable at:

eric.vadan@northstar-sg.com

Purpose and Scope

This notice explains how we collect, use, share, and protect personal
data across our work, including advisory and consulting engagements,
partnerships and collaborations, programme or placement
administration, fundraising-related activity, and our website and
general communications. It applies to anyone whose personal data we
process in the course of this work: clients, partners, applicants or



participants, donors, stakeholders, and members of the public who
contact us.

What Personal Data We Collect

The personal data we collect depends on the nature of our relationship
with you. In general, this may include:

© ldentification and contact details: name, email address, phone
number, postal address, and, where relevant to an engagement,
identity documents.

© Professional and organisational details: job title, employer or
affiliated organisation, and correspondence relating to our work
together.

© Engagement-specific data: information provided to us in the
course of an advisory, placement, partnership, or fundraising
engagement, which varies by area of work and is described further
at the point of collection.

© Special category data: in limited circumstances, and only with
explicit consent or another valid legal basis, data such as health
information, dietary requirements, or information revealing ethnicity,
where directly relevant to safety, safeguarding, or the specific
purpose of an engagement.

O Further information on special category data may be found in
GDPR Article 9(1)

© Data not from subject: Where we identify and research potential
institutional or corporate donor contacts as part of our fundraising
work, we may collect professional contact details (e.g. name, job
title, and email) from publicly available sources, professional
networking platforms, or from our partners, rather than from the
individual directly. We process this data as described in this notice,
and individuals contacted in this way may exercise the rights set
out herein.

How We Use Your Data, And Our Legal Basis
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We only use personal data where we have a valid legal basis to do so.
The table below sets out our general purposes; specific engagements
may involve additional purposes, which will be described at the point of
collection.

Purpose Typical Legal Basis

Delivering a signed
engagement, contract, or
partnership

Performance of a contract

Assessing and administering
applications, placements, or
programme participation

Necessary for the performance
of a contract

Processing special category
data within an application or
placement

Explicit consent

Responding to enquiries and
general communications

Legitimate interest

Managing donor and
fundraising relationships

Contract, legitimate interest, or
consent, as applicable

Meeting legal, safeguarding, or
regulatory obligations

Legal obligation

© Further information can be found in GDPR Article 6(1)

©® We do not carry out automated decision-making, including
profiling, that produces legal or other effects on individuals.

Whether You Must Provide Your Data

In most cases, providing personal data to us is voluntary. However, for
certain purposes, providing specific information is necessary for us to
proceed with a particular arrangement. Examples include:




© Entering into or performing a contract or engagement: This may
include freelance, partnership, or client agreements.

© Assessing an application or placement: This may include an
internship or employment application.

© Meeting legal, safeguarding, or regulatory obligations: Providing
certain information may be required by law or by a partner
organisation’s requirements.

O Without certain data requested as mandatory, we may be unable
to proceed with the corresponding engagement. Northstar will
always let you know when the requested data is mandatory, any
further information you provide will be considered mandatory. We
will always make you aware of the possible consequences of the
failure to provide mandatory data.

Special Category Data

Where an engagement requires us to collect special category data,
such as health information for safety purposes, or data that may reveal
ethnicity in the course of stakeholder or community-related work, we
collect this only where it is necessary for the specific purpose, and we
obtain explicit consent before doing so, unless another legal condition
applies and is documented for that engagement.

Who We Share Your Data With

We share personal data only where necessary to deliver our work, and
always under written agreements that require appropriate protection.
Depending on the engagement, this may include:

© Partner organisations, institutions, or collaborators involved in the
same engagement

© Professional advisers, such as legal or financial counsel

© Service providers who support our operations, such as hosting, IT, or
payment providers

© Regulators, authorities, or other parties where required by law
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© We do not sell personal data, and we do not share it for unrelated
marketing purposes without separate consent.

International Transfers

As o company established in the European Union, we apply GDPR as
our standard. Where personal data is transferred outside the European
Economic Areq, for example to a partner, contractor, or service provider
located elsewhere, we put an appropriate safeguard in place before
the transfer, such as the European Commission’s Standard Contractual
Clauses, or reliance on an adequacy decision where one applies.

How Long We Keep Your Data

We keep personal data only for as long as necessary for the purpose it
was collected for, taking into account legal, contractual, and
accountability requirements. Specific retention periods vary by
category of data and are set out in our internal retention schedule,
available on request from eric.vadan@northstar-sg.com.

Your Rights

Under GDPR, you have the right to access the personal data we hold
about you, correct it if inaccurate, request its deletion, restrict or object
to certain processing, and request a portable copy in certain
circumstances. You also have the right to withdraw consent at any
time.

To exercise any of these rights, contact eric.vadan@northstar-
sg.com. We will respond within one month, or explain if we need longer
for a complex request.

You also have the right to lodge a complaint with a supervisory
authority. In the Czech Republic, this is the Office for Personal Data
Protection (Ufad pro ochranu osobnich Gdajt, UO0U). You may also
complain to the supervisory authority in your own country of residence.
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Cookies And Website Data

Our website does not currently use cookies. If this changes, we will
update this notice and provide a separate Cookie Notice.

Security

We apply appropriate technical and organisational measures to
protect personal data against unauthorised access, l0ss, or misuse,
proportionate to the sensitivity of the data involved. These measures
are reviewed periodically and adjusted as our work evolves.

Minors’ Data

Where an engagement involves participants under the age of 18, we
apply additional safeguards, including seeking consent from a parent
or guardian where appropriate, and limiting data collection to what is
strictly necessary for safety and administration.

Changes to This Notice

We may update this notice from time to time, for example as our work
evolves or as required by law. Material changes will always be
communicated where appropriate.
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— Contact —

For any question about this notice or how we handle your personal
data, contact us at eric.vadan@northstar-sg.com, or write to us at
the following address:

Podé&bradskd 1067/7
190 00, Prague
Czech Republic

Northstar truly appreciates your trust and business. We will always strive
for the highest levels of due diligence, and are always receptive to
public feedback.

Thank you!
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